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Abstract. This article provides an overview of key legal issues
currently affecting information technology professionals. An un-
derstanding of the current legal issues affecting information tech-
nology development, distribution, and use can enhance the ability
of information technology professionals to perform their duties.
This article highlights some of the most highly visible current le-
gal issues affecting information system operations and manage-
ment. It is intended to provide technology professionals a basic
understanding of today’s prominent technology law issues and
to help the professionals recognize their connection with those
issues.
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Law and the Information
Technology Profession

Information technology professionals now frequently
find themselves actively involved with a variety of le-
gal issues. In some cases technology professionals are
called upon to help facilitate compliance with legal
obligations, developing and operating secure computer
systems to ensure that the privacy of protected in-
formation is not compromised, for example. In other
instances those professionals are involved in activi-
ties that create new challenges for the law, developers
of peer-to-peer file sharing technologies, for instance.
This article is intended to serve as a primer, provid-
ing technology practitioners with a basic awareness of
some of the leading civil law issues they are likely to
encounter today in the course of their professional ac-
tivities.

This article addresses only the civil law issues of
concern to technology professionals. Civil law involves
the private legal rights that are enforced by one private

party against another private party. Criminal law, the
legal obligations that are enforced by government, are
beyond the scope of coverage for this article. Instead,
this article provides an overview of the private legal
rights that are now most actively enforced in the context
of computer technology.

Information Privacy
and Computer Security

A diverse range of legal obligations associated with
information privacy and computer security are now in
place. In general, information privacy requirements fo-
cus on protection of personal information that can be
identified with a specific individual (“personally iden-
tifiable” information). Information privacy obligations
often carry requirements for computer system security,
as the protected information is commonly stored and
processed on computers. In this way, information pri-
vacy and computer security are interrelated.

Several different privacy regulations targeted to pro-
tect specific forms of personal information have been
enacted at the federal level in the United States. For
example, the Health Insurance Portability and Ac-
countability Act (“HIPAA”) established privacy re-
quirements regarding personally identifiable health and
medical information. The HIPAA requirements are en-
forced by the federal Department of Health and Human
Services, and they apply to all organizations that collect
or process personal health care information.

Another example of targeted federal privacy leg-
islation is the Gramm Leach Bliley Act. The Act
establishes privacy protection for certain forms of per-
sonally identifiable information collected by financial
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services institutions individual consumers. Gramm
Leach also imposes notice requirements associated
with the transfer of personal financial information. Reg-
ulations developed under the Act are enforced by a
variety of federal organizations, including the Depart-
ment of the Treasury and the Securities and Exchange
Commission.

HIPAA and the Gramm Leach Bliley Act regu-
lations also establish security requirements for com-
puter systems that process information protected un-
der those regulations. Computer security is a critical
aspect of information privacy, thus privacy require-
ments are commonly linked to security obligations. Or-
ganizations that must comply with HIPAA or Gramm
Leach requirements rely on their information technol-
ogy professionals to ensure compliance with those legal
obligations.

Other countries apply information privacy require-
ments that are more stringent than those enacted at the
federal level in the U.S. For example, the European
Community and Canada have implemented sweeping
information privacy protections, in contrast to the tar-
geted approach applied in the U.S. Information system
professionals working for organizations that do busi-
ness in Europe or other jurisdictions with comprehen-
sive information privacy laws play a key role in com-
pliance with those legal obligations.

Some jurisdictions have now implemented notifica-
tion requirements when the integrity of personal in-
formation has been compromised. California’s statute,
SB 1386 for example, requires notice to individuals
when their personal information has been compro-
mised. Technology professionals working for organiza-
tions that fall within the scope of the California statute
are actively involved in preventing unauthorized access
to personal information which invokes the notification
requirement. They also play a key role in identifying
when information has been compromised, thus trigger-
ing the notice requirement of the law.

Legal issues associated with the integrity of infor-
mation have a significant impact on computer profes-
sionals. A leading example of this connection is pro-
vided by the Sarbanes-Oxley Act, federal legislation in
the United States. Generally, Sarbanes-Oxley places re-
quirements on senior management of publicly-traded
companies to take personal responsibility for disclo-
sure and accuracy of financial information of their
companies. The information disclosure and verifica-
tion requirements of Sarbanes-Oxley have a significant
impact on information system professionals. Public

companies now require more rigorous financial record-
keeping, auditing, and reporting. These additional legal
compliance obligations place an extra set of demands
on corporate computer systems. Information technol-
ogy professionals who develop, maintain, and manage
those systems are thus at the center of Sarbanes-Oxley
compliance efforts.

Information technology professionals have a signif-
icantrole to play in compliance with legal requirements
associated with information privacy and integrity, and
the computer security obligations associated with man-
agement of the protected information. Those profes-
sionals are called upon to devise information systems
that provide the requisite levels of privacy and security.
They are also the people who will bear the burden of
managing the operations of the systems to ensure com-
pliance, and of developing and implementing remedial
measures when compliance problems arise.

Trade Secrets and Proprietary Information

Information systems are repositories for vast amounts
of confidential information. The law provides for pro-
tection of confidential material as trade secrets. Theft
of trade secrets is illegal and can be addressed through
tort law claims or claims raised under other statutory
provisions (such as the federal Economic Espionage
Act). Virtually any form of information, knowledge or
know-how that provides its owner with a commercial
advantage derived from the fact that the owner has ac-
cess to the material and its competitors do not, will
qualify for trade secrets protection.

To preserve trade secrets protection under the law,
however, the owners of the secrets must act prudently
to safeguard the confidentiality of the secrets. Trade
secrets law will not provide a remedy if the secrets
are obtained without permission and the owner of the
secrets failed to exercise reasonable care to protect their
secrecy. In addition, trade secrets law does not protect
an owner of trade secrets from independent discovery
of the information by another party or from a party who
obtains the secrets lawfully from a different source.

Information system managers frequently encounter
principles of trade secrets law as they face the task of
managing computer resources in a manner that facili-
tates protection of confidential material. Their ability
to devise and operate secure computer systems is crit-
ically important to the ability of their organization to
protect the confidential material and to preserve trade
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secrets rights that are enforceable if confidential mate-
rial is compromised. An information system that does
not provide effective security and oversight for confi-
dential material can contribute to the loss of that ma-
terial, and it can also lead to the loss of trade secrets
legal rights.

Information technology professionals also com-
monly face trade secrets issues because they are gen-
erally among the personnel in an organization who are
granted access to the organization’s trade secrets. Tech-
nology professionals are often required to enter into
confidentiality or non-disclosure agreements with their
employers or clients, as part of the trade secrets pro-
tection practices of those organizations. A basic un-
derstanding of trade secrets law is thus important for
computer professionals, as they are often personally
bound by obligations imposed by that field of law.

A legal concept related to trade secrets protection
that also affects many information technology profes-
sionals is a non-competition agreement. The law will
enforce limited contractual agreements in which an in-
dividual promises not to compete against the other party
to the agreement. Technology professionals are prob-
ably most familiar with this type of agreement in the
context of employment contracts, where the employee
agrees not to compete against the employer during the
term of employment, and generally for some limited
period after the employment relationship ends.

The enforceability of non-competition agreements
varies widely from jurisdiction to jurisdiction. Some ju-
risdictions, such as California, are extremely reluctant
to enforce non-competition agreements, while other ju-
risdictions are more willing to honor them. All juris-
dictions, however, try to enforce these agreements as
narrowly as possible, particularly in the context of an
employee who has made a commitment not to compete.
Narrow scope of enforcement is generally preferred as
there is a common assumption that commercial compe-
tition serves the public interest, those contract arrange-
ments that reduce that competition do not provide the
ideal business arrangement. When the agreement in-
volves a former employee, the desire to interpret the
scope of the agreement narrowly is even stronger, as
courts recognize that the non-competition agreement
limits the ability of the individual to earn a livelihood.

Non-competition agreements generally define the
boundaries within which the party bound by the agree-
ment promises not to compete. Those boundaries are
generally defined in terms of type of activity, time pe-
riod, and geographic region or market. Thus for exam-

ple, a non-competition agreement for a software de-
veloper might indicate that the developer agrees not to
develop a specific type of software for sale to a spe-
cific set of customers in a certain geographic region
for a defined period of time. The enforceability of that
agreement will be substantially dependent on the rea-
sonableness of the agreed upon restrictions.

Trade secrets law is significant to information sys-
tems professionals as they play a key role in protecting
those secrets and in preserving the ability of their orga-
nizations to invoke the remedies that the law provides.
In addition, technology professional commonly have
a direct personal interest in trade secrets law. As they
are often personally bound by contractual agreements
associated with use of confidential material, they have
a clear personal stake in understanding the basic prin-
ciples of this field of law, in order to protect their own
interests.

Intellectual Property

Intellectual property law is most commonly defined
as the legal rights associated with patents, copyrights,
trademarks, and trade secrets. Information technology
is integrally involved in issues of intellectual property
development and use. These legal issues arise in the
context of computer equipment, computer software,
and online content. Intellectual property law issues
have an important impact on actions of information
system professionals, as they define the scope of rights
of access and use to materials that are developed and
obtained by those professionals.

One of the most visible intellectual property law is-
sues involving information technology is that of estab-
lishing effective management of digital media rights.
The most visible controversies associated with man-
agement of digital media rights are associated with on-
line music distribution. Dramatic expansion in the use
of the MP3 format and peer-to-peer (P2P) file-sharing
systems led to a significant increase in the scope of
unauthorized distribution of copyrighted music.

In response to this upsurge in digital music piracy,
the music industry has emphasized two initiatives that
have significant impact on the information technology
community. The first is to encourage development and
use of new technologies that control access to digital
sound recordings and facilitate payment for such ac-
cess. The second impact is active litigation to enforce
their copyrights, with much of that litigation presented
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under the terms of the Digital Millennium Copyright
Act (DMCA), with particular emphasis on the anti-
circumvention provision of the DMCA. The campaign
of aggressive litigation by the music recording indus-
try to enforce copyrights under the DMCA has been
largely directed against individual music users, includ-
ing highly visible examples of lawsuits against both the
elderly and the very young.

The DMCA’s anti-circumvention provision is of
particular significance to the information technology
community, as it has been applied to restrict the devel-
opment, distribution, and use of certain forms of de-
cryption technology. The provision prohibits creation,
distribution, and use of technologies that can override,
work around, or otherwise circumvent systems that are
intended to protect copyrighted material from unau-
thorized access. The provision is controversial in part
because it can be invoked against technologies that
have not actually been used for copyright infringement,
but merely have the capability of enabling infringe-
ment. Technology professionals have expressed con-
cerns about this provision as it can be invoked against
developers of technologies with circumvention capa-
bilities, even if the developer did not directly use the
technology to infringe on any copyrighted material.
The anti-circumvention provision thus provides a le-
gal action against individuals associated with technol-
ogy that has copyright circumvention capability, even
if there is no evidence that the individuals actually used
the technology to infringe on any copyright.

The rapid development of the open source licensing
model for various software products provides another
important intellectual property law topic. Open source
licenses generally permit the licensee to access and to
modify the source code for the licensed software. In
exchange for that broad grant of rights, open source
licenses commonly require the licensee to make the
original software and all modifications made by the
licensee available on an open source basis.

A major controversy has been sparked in the open
source community by the various lawsuits and claims
raised by the SCO Group. SCO Group claims propri-
etary rights as to code elements that have been inte-
grated into the Linux open source product. Based on
that claim, SCO Group has challenged open source
software developers and users, alleging that it is enti-
tled to compensation for a wide range of Linux applica-
tions. The SCO Group litigation illustrates a significant
challenge associated with open source management. It
is often difficult to manage different ownership rights

when computer programs integrate open source and
proprietary elements. Much of the burden for moni-
toring those different license terms and for ensuring
compliance with the terms of the varied licenses rests
with information systems managers.

The SCO Group litigation also underscores the fact
that information technology professional in all orga-
nizations involved with open source products should
understand the terms of the open source licenses and
should play an active role in license compliance. SCO
Group is prepared to litigate its claims against software
developers who integrate the open source code in ques-
tion into their products. It is also apparently willing to
litigate against all parties who use the programming in
question, including manufacturers of computer equip-
ment that runs the programming and users of products
that contain the programming. This controversy illus-
trates the importance of information technology profes-
sionals in all organizations involved in the computer in-
dustry (software developers, hardware manufacturers,
and computer product users) understanding the basic
principles of the open source model, as licensing dis-
putes associated with the base open source product has
important legal implications for all parties associated
with the product.

Another intellectual property issue of significance in
the field of information technology is the debate associ-
ated with software and business method patents. In the
United States, patents can be obtained for both com-
puter programs and methods of conducting business.
Other countries are, however, far less open to both soft-
ware and business method patents. Some highly visible
software and e-commerce business method patent dis-
putes drew significant attention to the debate over the
appropriateness of those classes of patents.

For example, litigation initiated by Amazon.com
against Barnesandnoble.com underscored conflicting
perceptions as to e-commerce patents. One school of
thought viewed these patents to be important moti-
vation for continuing investment in new inventions
and valuable insurance against infringement actions
brought by other patent owners. Others in the e-
commerce industry saw the patents as impediments
to innovation, blocking development of legitimate and
helpful applications that make use of the patented
methods.

Trademark law has been actively invoked in the
context of domain names, metatags, and online key-
word searches. Trademarks of other parties incorpo-
rated into Internet domain names or included in Web
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page keywords for the purpose of attracting search en-
gines have been characterized by courts as trademark
infringement. Trademark law in the United States was
amended to establish the civil law violation of “cyber-
squatting,” the process of registering another party’s
trademark within an Internet domain name, in bad faith.

Information technology professionals have a signif-
icant stake in these current intellectual property law
issues. At one level, computer professionals are often
developers of intellectual property, and in that role, they
have an interested in the establishment and enforce-
ment of intellectual property law rights that assert con-
trol over access to and use of the material they create.
At the same time, information technology profession-
als are often commonly significant users of intellectual
property. In that capacity, they have a direct interest in
the preservation of open access to intellectual property,
subject to reasonable terms and conditions.

Property Rights

Civil law recognizes and enforces rights of ownership
and control over forms of property in addition to intel-
lectual property. In various contexts, courts have been
willing, at least in part, to treat computer equipment
and computer content as personal property. To the ex-
tent that computers and their content are property, tra-
ditional property law principles such as trespass have
been applied as a means to control access to the equip-
ment and content. These property law concepts are
distinct from intellectual property law theories, such
as copyright, that have also been applied to computer
content.

Courts have been asked to apply property law prin-
ciples and concepts to computer hardware and content.
For example, in a dispute with a former employee, In-
tel persuaded a California court that bulk e-mail mes-
sages constituted trespass on Intel property (its e-mail
servers). Courts have also been willing to find access
to data stored on a server to constitute trespass.

Antitrust, Competition,
and Commercial Law

Civil law seeks to protect the vitality of competitive
commercial marketplaces. Laws aimed at preserving
fair commercial competition are generally described
as antitrust and competition law. In addition, the law is

concerned that commercial transactions (e.g., sales) are
fair and effectively enforced. The law of contracts and
commercial transactions provides the civil law founda-
tion for protection of the commercial marketplace.

Perhaps the leading aspect of antitrust law in the
information technology sector in recent history is the
litigation against Microsoft brought by U.S. federal and
state authorities. Microsoft was found guilty of having
engaged in anti-competitive conduct in order to extend
its monopoly in the personal computer operating sys-
tem marketplace. During the course of the Microsoft
litigation, important principles of antitrust law were
applied for the first time to the information technology
marketplace.

The Microsoft litigation demonstrates that the basic
principles of antitrust law will be applied to anti-
competitive conduct associated with computer soft-
ware and other forms of computer technology. The lit-
igation also illustrated the extent to which limitations
on access and rights of use for information technol-
ogy products can have significant adverse effects on
competition.

Antitrust controversies associated with companies
such as Rambus illustrate that market power can be
based entirely on control over a technological stan-
dard. Ability to set and control technical standards
creates market power which can be exercised in anti-
competitive ways. Accordingly, antitrust regulators
now pay substantial attention to the processes used to
develop and implement technical standards. This reg-
ulatory focus is important to technical professionals as
they are often actively involved in the development of
those standards.

Among the antitrust lessons to be learned by infor-
mation technology professionals is the need to ensure
that technology standards and practices are developed
based on defensible technical and commercial grounds.
Technical standards and business practices that are mo-
tivated by sound technological or business reasons are
generally lawful. When those standards and practices
are motivated by a desire to reduce commercial compe-
tition, however, they are likely to be incompatible with
the basic requirements of antitrust and competition law.

Consumer Protection
The dramatic growth in online commerce has raised

significant consumer protection law issues. The Fed-
eral Trade Commission and state consumer protection

Reproduced with permission of the copyright:-owner. Further reproduction prohibited without permissionyyanny.manaraa.com



158 Matsuura

authorities are now highly active regulating electronic
commerce transactions. One of the leading consumer
protection subjects is e-commerce fraud. The FTC and
other consumer protection agencies now have as a point
of emphasis action against fraudulent and deceptive
sales practices by online retailers and by individual
seller in online auction transactions.

Another area of emphasis for consumer protec-
tion authorities is oversight of commercial transac-
tion terms. Consumer authorities thus monitor terms
of click-through agreements, as well as electronic con-
tracts and terms of service applied to e-commerce
transactions. Regulatory oversight of online consumer
agreements generally addresses both the content and
the form of those agreements. Consumer protection
authorities are concerned that the terms of online con-
sumer agreements be reasonable and fully disclosed.
They are also eager to ensure that the terms of the
agreements are presented in a manner that facilitates
consumer understanding and verifies clear intent by
the consumer to accept the terms of the agreement and
transaction.

Consumer protection authorities also focus on the
information privacy and transaction security practices
of businesses engaged in electronic commerce. E-
commerce retailers are expected to apply reasonable
security and privacy policies and practices. Businesses
that either fail to adopt such standards or do not meet
the standards they present to consumers face poten-
tial charges of deceptive trade practices from consumer
protection authorities.

Much of the burden of devising and operating elec-
tronic commerce systems that satisfy consumer pro-
tection requirements falls on information system pro-
fessionals. For example, information technology spe-
cialists face the task of ensuring that the functional
capabilities of the e-commerce transaction systems are
consistent with the representations regarding those ca-
pabilities that are made to consumers and are relied
upon by those consumers. In large measure, the abil-
ity of electronic commerce operations to comply with
consumer protection requirements is controlled by in-
formation system managers.

Export Controls
Federal law in the United States restricts the interna-

tional distribution of technology and knowledge that
have potential military applications. International ex-

port of material subject to these controls requires prior
approval and licensing by federal authorities. Export
controls have been the subject of attention in the infor-
mation technology industry particularly when applied
to computer equipment and encryption software. Com-
puter technology is regulated, for export control pur-
poses, by computational speed. Encryption technology
is regulated based on the sophistication of the encryp-
tion key necessary to decrypt the protected content.

Export controls are federal rules that have substan-
tial potential impact on information system profession-
als. Some of the most challenging export control is-
sues are associated with computer equipment and soft-
ware. The increasingly widespread presence of sig-
nificant computing power in many different devices,
including consumer electronic, appliances, and even
toys, makes compliance with export controls associ-
ated with computer equipment a major challenge. The
global nature of computer networks and the increasing
demand for greater encryption protection make export
control compliance for encryption technology another
difficult information system management undertaking.
In today’s technological and commercial environment,
export control compliance in the world of information
technology is perhaps more difficult than compliance
management for any other form of technology. Infor-
mation system professionals confront the task of en-
suring such compliance.

New Technologies and Applications

Continuing development of new technologies and new
applications for existing technologies present signifi-
cant challenges for civil law principles. For example,
software products such as “spyware” have generated
legal controversy. “Pop-up” advertising systems asso-
ciated with Internet browsing provide another exam-
ple of a new technological application that raises legal
debate. Legal issues regarding privacy, unfair compe-
tition, and property rights have been raised in response
to increased use of spyware and pop-up advertising
systems.

Distributed computing systems and applications
provide another example of computing advances that
are raising new legal issues. Software that enables an
outside party to harness unused computing capabil-
ity of individual computers on a network is begin-
ning to attract legal attention. The concept involves
using the computing resources of many different client
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computers on a network, when the owners of those
computers are not using them, and directing those ag-
gregated computing resources toward a specific ap-
plication. When software that enables this distributed
computing capability is integrated into software that
is made available at no charge to end users (in much
the same way that spyware has been distributed in the
past), the capability can be spread to a large num-
ber of individual computers quickly. Distributors of
the software can thus have access to significant dis-
tributed computing power fairly quickly. Some indus-
try observers, however, are now raising concerns as
to whether informed consent for this arrangement has
been obtained from the end users, and whether this type
of system constitutes some form of property law and
privacy violation.

Information technology professionals continue to
develop new systems and new applications. Many of
those innovations raise novel legal issues, while others
force traditional legal concepts to adapt to new circum-
stances created by the innovations. In this way, infor-
mation technology professionals drive virtually all of
the legal issues associated with computers and com-
puter use. There is every reason to believe that this dy-
namic process will continue into the foreseeable future.
Technology professionals seek and create technical ad-
vances, and each of those advances has potential legal
implications.

Conclusion

Information technology professionals have a signifi-
cant stake in the various legal challenges and contro-
versies associated with computers and online activ-
ity. Computer professionals are frequently called upon
to develop and implement technical means to resolve
some of these legal issues. Under some circumstances,
the creativity and innovativeness of those professionals
create new challenges for laws and legal institutions.
We also see that information system professionals play
critical roles in the ability of organizations to comply
with virtually all of the legal obligations associated with
online commercial activities.

Information technology professionals are thus es-
sential contributors to all sides of virtually every tech-
nology law issue. They contribute to the creation of
those issues. They assist in the development of reso-
lutions for those issues. Finally, they are largely re-
sponsible for compliance with the legal obligations

that develop in response to those issues. Seen from
this perspective, it appears that information technol-
ogy professionals play a role in technology legal mat-
ters that is as significant as that played by legal pro-
fessionals. In such an environment, awareness of the
legal issues and a basic level of understanding of those
issues are valuable assets for technology profession-
als. A working knowledge of key legal challenges as-
sociated with information technology is now an im-
portant addition to the skill set of information system
professionals.
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